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Data, Consent, and the Public Good: Governance Challenges in Neuroradiological Research Engagement 

A structural brain scan is quite unlike any other image in radiology. An MRI or CT may preserve facial geometry such that it can be matched to a photograph; its metadata can precisely pinpoint the time and location of the exam; and its report may disclose sensitive private diagnoses such as dementia, stroke or tumours (Schwarz et al., 2019; Sant and Bajada, 2025). Yet, aggregated with thousands of others, the same scan can unveil novel biomarkers, train algorithms that improve diagnosis and prognostication, and answer unforeseen biomedical questions. Neuroradiological research therefore sits at the intersection of two very real harms: sharing data so freely that individuals are exposed and sharing so little that we delay improved care. 

The classical answer to this dilemma is somewhat reductive: consent. But can a one-off signature meaningfully govern decades of unforeseen reuse and technological change? I argue that it cannot. Instead, the better guiding principle when balancing these competing interests is earned trust. In this essay, I propose that earned trust may be achieved through three facets: providing meaningful dynamic choice where possible, proportionate safeguards where it is not, and patient and public involvement deeply and continually embedded in deciding what ‘public good’ means. 

The problem in the data – brain scans resist anonymisation 

Neuroradiological data are much more than the pixels in an image. They necessarily include metadata, imaging reports, and linked clinical descriptors. However, there is an important distinction: removing direct patient identifiers, such as names, NHS numbers, and contact information, produces pseudonymised data, not anonymised data. 

In an illuminating 2019 study, Schwarz et al. demonstrated that 3D facial renderings reconstructed from cranial MRI data could be matched to photographs by facial recognition software with 83% success. The commonplace privacy-preserving practices of ‘defacing’, ‘skull-stripping’ and ‘face masking’ images reduce this risk but are not infallible and may reduce utility by removing information necessary for analysis (Eke et al., 2021). Moreover, identifiability is contextual: harmless-looking variables can become identifying when linked with other datasets. Indeed, in a US-based study, Rocher et al. (2019) demonstrated that 15 demographic attributes would permit the correct re-identification of 99.98% of Americans, even when datasets were heavily incomplete. 

At first glance, this positions open science and privacy as adversaries. However, this tension may be resolved by considering ‘open’ as distinct from ‘available to anyone’. The FAIR guidance principles posit that data should be findable, accessible, interoperable and reusable, but access may be conditional (Wilkinson et al., 2016). In this context, anonymised metadata and computational analysis pipelines can be shared publicly while direct access to source images is controlled (Sant and Bajada, 2025). This middle ground permits good data stewardship: we may garner the benefits of open science practices while firmly safeguarding the privacy of intrinsically identifiable scan data as paramount. 

Why consent is both necessary and insufficient  

Consent is ethically vital and embedded within the UK’s legal framework for health research.  The current system is best examined through an example. Suppose a neuroradiology researcher hopes to train a diagnostic AI model on historical NHS brain MRIs. Because the scans are personal health data, the NHS organisation needs an Article 6 UK GDPR lawful basis – here, a task in the public interest – and an Article 9 condition – here, processing necessary for scientific research. This does not constitute patient consent. Separately, common-law confidentiality generally prevents disclosure to anyone outside the care team without consent. Consent can be provided explicitly; however, if recontacting thousands of patients is impracticable and anonymisation would undermine the research, support under the NHS Act 2006 Section 251 may authorise the researcher’s access in England and Wales (HRA, 2018; HRA, 2022).  

Section 251 does not confer blanket permission. England’s National Data Opt-Out allows patients to prevent their confidential patient information being used for research and commissioning. Consequently, the researcher must exclude the scans of any patient who has opted out. It is also important to note that patients who have not opted out have not thereby consented. Thus, the UK GDPR, confidentiality, consent and opt-out provide overlapping safeguards to protect personal health data and centre patient choice (HRA, 2022; NHS England, 2023). 

Conventional consent processes have limitations. Study-specific consent is clear-cut but precludes use in valuable future research. Blanket consent can accelerate research by enabling broad, diverse use cases, but such open-ended applications make it challenging to ensure that consent is truly informed. 

The Data (Use and Access) Act 2025 states that consent can cover broad areas of scientific research when its exact purpose cannot initially be defined, provided that recognised ethical standards are met and participants can restrict consent to specific aspects of the research (Data (Use and Access) Act, 2025). Best practice, then, would ensure broad consent remains as informed as possible: it should still specify research domains, likely uses, the role of commercial partners, linkage, security, procedures for managing incidental findings, and realistic limits of withdrawal (for example, once published in academic journals, it may not be possible to withdraw as data must be archived to preserve academic integrity). If a valuable unforeseen use case that materially departs from this consent emerges, patients should ideally be re-contacted. 

Another consideration is a dynamic consent model in which patients may revisit their choices and receive updates through a secure system (Kaye et al., 2015). Though clearly beneficial, there are limitations. Limited digital access or literacy may exclude people if secure systems are exclusively digital; hence, digital and non-digital preference management options are necessary. It is similarly essential to ensure that dynamic consent does not excessively burden patients with repeated requests, which could, in turn, introduce a selection bias as the participant group narrows to those with the time and resources to remain engaged (Teare et al., 2021). Two safeguards could address this. First, individuals should be able to choose how actively they are contacted. Second, responsibility to reject unsafe or unjustified projects must not be delegated to participants – discerning such projects remains the duty of data stewards. 

It is also essential to consider capacity in the context of consent. Conditions such as stroke, dementia and brain injury may impair decision-making among precisely the people that neuroradiological research needs to represent. It is certainly not in the best interests of these patients to be excluded from research that may improve their care, but it adds complexity to governance. The Mental Capacity Act 2005 guides decisions in these cases. A proxy cannot simply consent for someone without capacity: instead, a combination of Research Ethics Committee approval and consultee advice on likely wishes is considered, and a present objection will still be respected (HRA, 2026). Should capacity return, requiring renewed consent protects both patient autonomy and justice. 

The public cannot be excluded from determining the public good 

The phrase ‘public good’ is not a blunt instrument to settle disputes about whether research is justified. Kalkman et al.’s 2022 narrative review revealed broad public willingness to share health data for research, but that support is contingent on purpose, confidentiality, transparency and who will use the data (Kalkman et al., 2022). The demise of NHS England’s care.data programme demonstrated that legality is insufficient as a social licence for research. Instead, an analysis by Carter et al. (2015) suggests a social licence is conditional on reciprocity, non-exploitation, and service of the public good. 

Public benefit is also not simply derived from the total number helped. An algorithm may improve accuracy while exacerbating existing inequalities. For example, Larrazabal et al. (2020) found consistently poorer performance for the underrepresented gender where training datasets had inadequate gender balance. Therefore, governance practices must be mindful of existing inequalities, whether representative training data is available and require subgroup-specific validation. 

Practices to earn trust 

The Five Safes –safe people, projects, settings, data and outputs– provide a framework that can help safeguard neuroradiological data (UK Data Service, n.d.; Jones et al., 2023). Various approaches exist to operationalise this framework. For example, implementing Trusted Research Environments, which limit data access to approved users and release checked outputs. Additionally, where centralisation is unnecessary, federated learning runs training algorithms on locally stored images, so that scans don’t leave the hospital servers; a ten-institution study demonstrated that federated learning achieved 99% of the quality of centralised models (Sheller et al., 2020; Kaissis et al., 2020). Both approaches still harbour security risks; thus, requirements for minimisation, time-limited access, audits, and sanctions remain. 
	
Technology alone is insufficient. Diverse, supported and paid patient and public contributors should meaningfully influence research priorities, consent processes, access decisions, and evaluation, while also contributing to proportionate approval processes that protect data without creating barriers to valuable research (Hassan et. al., 2020; Jones et al. 2023). 

Conclusion 

A one-off consent form is clearly insufficient to address all the complexities of the contemporary neuroradiology data-driven health research ecosystem. Equally, determining ‘public good’ without public consultation is paternalism. By enacting meaningful individual choice, inclusive oversight that embeds patients and the public, and privacy-protecting data access mechanisms, neuroradiological research can prevent individuals from having to make decisions between their privacy and another patient’s future. This trust is earned through stewardship, not just legislation. 
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